
ECC2K-130 on Cell CPUsJoppe W. Bos, Thorsten Kleinjung, Ruben Niederhagen,Peter S
hwabe,
May 5, 2010Afri
a
rypt 2010, Stellenbos
h University, South Afri
a



Breaking ECC2K-130Daniel V. Bailey, Lejla Batina, Daniel J. Bernstein, Peter Birkner,Joppe W. Bos, Hsieh-Chung Chen, Chen-Mou Cheng,Gauthier van Damme, Gia
omo de Meulenaer,Luis Julian Dominguez Perez, Junfeng Fan, Tim Güneysu,Frank Gürkaynak, Thorsten Kleinjung, Tanja Lange, Nele Mentens,Ruben Niederhagen, Christof Paar, Fran
es
o Regazzoni,Peter S
hwabe, Leif Uhsadel, Anthony Van Herrewege, Bo-Yin Yang
May 5, 2010Afri
a
rypt 2010, Stellenbos
h University, South Afri
a



ECC2K-130 on Cell CPUsJoppe W. Bos, Thorsten Kleinjung, Ruben Niederhagen,Peter S
hwabe,
May 5, 2010Afri
a
rypt 2010, Stellenbos
h University, South Afri
a



How hard is the ECDLP?The ECDLPGiven an ellipti
 
urve E over a �nite �eld Fq and two points P ∈ E(Fq)and Q ∈ 〈P 〉, �nd k su
h that Q = [k]P .
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√
n), where n = |〈P 〉|

◮ Reason: best known algorithm for most ellipti
 
urves if n is prime:Pollard's rho algorithm, running time: O(
√

n)

◮ Problem: O-notation hides all 
onstant fa
tors and lower-order termsQuestion in this talkGiven an ellipti
 
urve E and two points P and Q as above and given anumber of 
omputers (or FPGAs, or ASICs, or money), how mu
h timedoes it take to solve the spe
i�
 ECDLP? ECC2K-130 on Cell CPUs 4



The Certi
om 
hallenges1997: Certi
om announ
es several ECDLP prizes:The Challenge is to 
ompute the ECC private keys from thegiven list of ECC publi
 keys and asso
iated system parameters.This is the type of problem fa
ing an adversary who wishes to
ompletely defeat an ellipti
 
urve 
ryptosystem.Obje
tives:1. To in
rease the 
ryptographi
 
ommunity's understandingand appre
iation of the di�
ulty of the ECDLP.[...℄6. To en
ourage and stimulate resear
h in 
omputational andalgorithmi
 number theory and, in parti
ular, the study of theECDLP. ECC2K-130 on Cell CPUs 5



Three levels of 
hallengesLevel-0 
hallenges � exer
isesChallenges of 79 bits, 89 bits, and 97 bits (size of E(Fq)).Level-0 
hallenges have all been solvedLevel-1 
hallengesChallenges of 109 bits, and 131 bits.109-bit 
hallenges have all been solved, 131-bit 
hallenges have all notbeen solved, yet.Level-2 
hallengesChallenges of 163 bits, 191 bits, 239 bits, and 359 bits.Level-2 
hallenges have all not been solved, yet. ECC2K-130 on Cell CPUs 6



The �next� open 
hallenge: ECC2K-130ECC2K-130Ellipti
 
urve E is the Koblitz 
urve y2 + xy = x3 + 1 over
F2131 = F2[z]/(z131 + z13 + z2 + z + 1)Point P of order 680564733841876926932320129493409985129≈ 2129.Point Q in 〈P 〉Find k ∈ Z su
h that Q = [k]PClaimed hardness of ECC2K-130The 131-bit Level I 
hallenges are expe
ted to be infeasibleagainst realisti
 software and hardware atta
ks, unless of
ourse, a new algorithm for the ECDLP is dis
overed.(from Certi
om's des
ription of the 
hallenges, mid-2009)
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h that Q = [k]PClaimed hardness of ECC2K-130The 131-bit Level I 
hallenges are expe
ted to be infeasibleagainst realisti
 software and hardware atta
ks, unless of
ourse, a new algorithm for the ECDLP is dis
overed.(from Certi
om's des
ription of the 
hallenges, mid-2009)The atta
kerCurrently 12 resear
h institutes from (slightly extended) ECRYPT,European network of ex
ellen
e in 
ryptography ECC2K-130 on Cell CPUs 7



Parallelized Pollard's rho algorithm
◮ Algorithm by van Oors
hot and Wiener
◮ De
lare an easy-to-re
ognize subset of 〈P 〉 as distinguished
◮ Use 
lient-server infrastru
ture
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ture
◮ Client:

◮ Generate random point R0 = [a0]P + [b0]Q from random seed s
◮ Apply pseudo-random iteration fun
tion f to obtain Ri+1 = f(Ri)
◮ When a distinguished point Rd is rea
hed: Send (s, Rd) to the server
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◮ Server:
◮ Sear
h in
oming distinguished points for dupli
ates (
ollision)
◮ Use the information about the starting points (random seed) toobtain Rd = [ad]P + [bd]Q and Rd = [cd]P + [dd]Q
◮ Compute solution

Q =
cd − ad

dd − bd

P.
◮ Requires iteration fun
tion to preserve knowledge about the linear
ombination in P and Q. ECC2K-130 on Cell CPUs 8



Pollard rho iteration fun
tion and distinguished pointsDistinguished pointsWe 
all a point R = (xR, yR) distinguished, if HW(xR) (the Hammingweight of xR in normal-basis representation) is ≤ 34.Iteration fun
tionOur iteration fun
tion is
Ri+1 = f(Ri) = σj(Ri) + Ri,where σ is the Frobenius endomorphism and

j = ((HW(xRi
)/2) (mod 8)) + 3.

ECC2K-130 on Cell CPUs 9



Computing the iteration fun
tion
Ri+1 = f(Ri) = σj(Ri) + Ri,

◮ One ellipti
 
urve addition
◮ One appli
ation of σj

◮ One 
onversion to normal-basis representation
◮ One Hamming-weight 
omputation
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oordinates
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ations, 1 squaring, 6 additions and 1 inversion

◮ One appli
ation of σj

◮ Two 
omputations of the form x2
m for 3 ≤ m ≤ 10 (m-squaring)

◮ One 
onversion to normal-basis representation
◮ One Hamming-weight 
omputation
◮ Inversions 
an be bat
hed and performed using Montgomery's tri
k
◮ For large bat
h: Trade one inversion for 3 multipli
ationsECC2K-130 on Cell CPUs 10



Implementing the iteration fun
tionon the Cell Broadband Engine (Playstation 3)The te
hnique of bitsli
ing
◮ Bernstein set new software speed re
ords for bat
hed binary-�eldarithmeti
 using bitsli
ing (CRYPTO 2009)
◮ Elements of F2131 
an be represented as a sequen
e of 131 bits
◮ Instead of putting these 131 bits in, e.g., two 128-bit registers, putthem in 131 registers, one register per bit
◮ Perform arithmeti
 by simulating a hardware implementation usingbit-logi
al instru
tions su
h as AND and XOR
◮ Ine�
ient for one �eld operation, but 
an pro
ess 128 bat
hedoperations in parallel (for 128-bit registers)
◮ Use spills to the sta
k to over
ome la
k of registersECC2K-130 on Cell CPUs 11



Implementing the iteration fun
tionon the Cell Broadband Engine (Playstation 3)Is bitsli
ing really better?
◮ Bernstein's re
ord was on the Intel Core 2, the Cell is di�erent
◮ Cell SPU: Only 1 bit-logi
al operation per 
y
le (Core 2: 3operations per 
y
le)
◮ Cell SPU: 128 128-bit registers (Core 2: 16 128-bit registers)
◮ Cell SPU 
an do one load or store per bit operation (Core 2: 1 loadper 3 bit operations)
◮ Cell SPU has to �t all 
ode and a
tive data set in only 256 KB oflo
al storage. Bitsli
ing requires more memory (be
ause of the highlevel of parallelism)
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◮ Cell SPU has to �t all 
ode and a
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al storage. Bitsli
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Cy
les per iteration on ea
h SPU
◮ 31 Jul: 2565 (non-bitsli
ed)
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What happened from 08/06 to 09/07?From 6488 
y
les to 1047 
y
les
◮ Start with C++ implementation for the Core 2 (by Bernstein)
◮ Port to C (6488 
y
les)
◮ Reimplement speed-
riti
al parts in qhasm (high-level assemblylanguage)
◮ Most important: degree-130 polynomial multipli
ation
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ation (1286 bit operations)
◮ Write s
heduler to obtain 
ode running in 1303 
y
les (qhasm)
◮ In total: 14503 
y
les for degree-130 polynomial multipli
ation

◮ Also implement Hamming-weight 
omputation, squarings,
onditional squarings, polynomial redu
tion in qhasmECC2K-130 on Cell CPUs 14



What happened from 09/07 to 10/15?From 1047 
y
les to 789 
y
les
◮ Start with polynomial-basis representation of elements
◮ How about normal-basis representation?
◮ Advantages:

◮ m-squarings are just rotations
◮ Conversion to normal-basis is free

◮ Disadvantage: Multipli
ations are slower
ECC2K-130 on Cell CPUs 15
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◮ Start with polynomial-basis representation of elements
◮ How about normal-basis representation?
◮ Advantages:

◮ m-squarings are just rotations
◮ Conversion to normal-basis is free

◮ Disadvantage: Multipli
ations are slower
◮ Shokrollahi et al.: E�
ient 
onversion from type-2 normal basis topolynomial basis and ba
k (WAIFI 2007), improvements byBernstein and Lange
◮ Use this 
onversion, apply polynomial multipli
ation, apply inverse
onversion
◮ Conversion (of 
ourse) also implemented in qhasm
◮ Overhead for 
onversions is more than 
ompensated by savings in

m-squarings and basis 
onversion ECC2K-130 on Cell CPUs 15



What happened from 10/15 to 10/29?From 789 
y
les to 749 
y
les
◮ Only 256 KB of lo
al storage (LS): Bat
h size for Montgomeryinversions of 14
◮ Idea: swap the a
tive set of data between LS and main memory
◮ Has to be done expli
itly using DMA transfers
◮ Transfers 
an be interleaved with 
omputations ⇒ almost nooverhead
◮ In
rease Montgomery bat
h size to 512
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ResultsBreaking ECC2K-130 in one year takes:
◮ 2462 Cell CPUs (Playstation 3), or
◮ 1262 NVIDIA GTX 295 graphi
 
ards, or
◮ 3039 3-GHz Core 2 CPUs, or
◮ 615 XC3S5000 FPGAs.That's what Certi
om 
alls infeasible?The 131-bit Level I 
hallenges will be require signi�
antly morework, but may be within rea
h.(from Certi
om's des
ription of the 
hallenges, updated November 10,2009)
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ECC2K-130 onlineProgress of the atta
k: http://e

-
hallenge.infoNews: https://twitter.
om/ECC
hallenge
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ECC2K-130 onlineProgress of the atta
k: http://e

-
hallenge.infoNews: https://twitter.
om/ECC
hallengePapersBreaking ECC2K-130:http://eprint.ia
r.org/2009/541/ECC2K-130 on Cell CPUs (Afri
a
rypt 2010):http://eprint.ia
r.org/2010/077/Type-II Optimal Polynomial Bases (WAIFI 2010):http://eprint.ia
r.org/2010/069/
. . . more on FPGAs and GPUs soon
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