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Abstract. In this paper we introduce NEWHOPE-SIMPLE, a variant of the NEWHOPE Ring-
LWE-based key exchange that is using a straight-forward transformation from Ring-LWE encryp-
tion to a passively secure KEM (or key-exchange scheme). The main advantage of NEWHOPE-
SIMPLE over NEWHOPE is simplicity. In particular, it avoids the error-reconciliation mechanism
originally proposed by Ding. The explanation of his method, combined with other tricks, like
unbiasing the key following Peikert’s tweak and using the quantizer D4 to extract one key bit
from multiple coefficients, takes more than three pages in the NEWHOPE paper.

The price for that simplicity is small: one of the exchanged messages increases in size by 6.25%
from 2048 bytes to 2176 bytes. The security of NEWHOPE-SIMPLE is the same as the security of
NEwHOPE; the performance is very similar.
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1 Introduction

Two approaches to (Ring)-LWE Key Exchange

Ring-LWE-based key exchange has recently gotten quite some attention, if nothing else because Google
deployed the NEWHOPE scheme [ADPS16] in a post-quantum TLS experiment [Bral6]. In this short
paper we revisit one aspect of passively secured Ring-LWE-based key encapsulation (KEM) or key ex-
change, namely how exactly the second component of the encapsulation is computed (and consequently
how precisely Alice and Bob agree on the shared key). Throughout the paper we will use Ring-LWE
(i.e., polynomial) notation, but the discussion applies just as well to general LWE and some references
date back to before Ring-LWE was introduced.

Let us first fix some notation and then review what the schemes discussed in this paper have in
common. Throughout the paper R, will denote the ring Z,[X]/(X™ + 1) for some integers ¢ and
n and x will denote a noise distribution. Sampling from yx yields elements of R, that have “small”
coefficients. We will denote polynomials in boldface characters. What all schemes discussed in this
paper have in common is the following: Alice and Bob agree on a system parameter a € R,. Alice
samples (s, e) from x and sends a public key b = (as+e) to Bob. Bob samples (s', €’) from x and sends
u = (as’ + €’) to Alice. This allows Bob to compute v = (as + e)s’ = ass’ + es’ and Alice to compute
v/ = (as’ + €’)s = ass’ + €’s. Note at this point that in both approaches discussed in this paper, Bob
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adds an additional noise term e”, sampled from Yy, into v, so we actually have v = ass’ +es’ +¢€”. As
s,s’,e,e and e’ are “small”, the values v and v’ are both approzimately ass’. This observation is the
basis of lattice-based encryption schemes and key-exchange schemes. This approximate lattice-based
key exchange was listed as a special instance of “Noisy Diffie Hellman” by Gaborit (presenting joint
work with Aguilar, Lacharme, Schrek, and Zémor) in his talk at PQCrypto 2010 [Gab10, Slides 4 and
6]. It was also described by Lindner and Peikert as “(approximate) key agreement” [LP11, Sec. 3.1]
and was already mentioned vaguely in an invited lecture of Peikert at TCC 2009 [Pei09c, Slide 14].

In order to agree on an eract (instead of an approximate) shared key, Bob needs to send some
additional information; this is where the two approaches discussed in this paper differ. The first ap-
proach is straight-forwardly derived from (Ring-)LWE-based encryption schemes, for example the ones
described in [LP11] (moved to the Ring-LWE setting) and in [LPR10a] (not in the original conference
version of the paper, but in the slides of the presentation at Eurocrypt 2010 [LPR10b] and in full jour-
nal version [LPR13]). In this approach, Bob picks a secret v (in the original encryption schemes, this
would be the message), encodes it into the high bits of the coefficients of a polynomial k = Encode(v),
and computes and sends ¢ = v + k. Alice, after computing v/, computes k' = ¢ — v/ &~ k and recovers
the high bits. Note that in the context of public-key encryption, the encoding function Encode has to
be injective so that Alice can recover the original message. In the context of key exchange this is not
required: Alice and Bob can agree on a key from the high bits of the coefficients of k, for example by
simply hashing those bits; there is no need for Alice to recover v. We will in the following refer to this
approach as the encryption-based approach for RLWE-based key exchange (see Figure 1a).

In [Din12b], Ding® described an approach to exact keys from an approximate key exchange that
does not require Bob to choose and encode the additional secret k. The idea is to use a “reconcili-
ation mechanism” to extract an exact shared value from noisy data, which is essentially the idea of
a fuzzy extractor [DRS04], known, for example, from physically unclonable functions. See, for exam-
ple, [BGST08, HKM™12]. In the remainder of this paper we will refer to this approach to (Ring-)LWE
based key exchange as the “reconciliation-based approach” (see Figure 1b).

In Ding’s reconciliation mechanism, the additive noise terms e, €', and e” are multiplied by 2, so
that (except for modular wrap-around), the approximate shared values v and v’ agree on the least
significant bit®. The reconciliation information sent by Bob aims at fixing (with very high probability)
the problem that Alice’s value v/ and Bob’s value v have a different modular wrap-around. For each
coefficient v; of v/, Bob sends one bit of information stating whether the coefficient is in [—|q/4], |g/4]]
or not. For each coefficient that is in this interval it is very unlikely that Alice’s and Bob’s value have
a different wrap-around and they simply extract the least significant bit. For each coefficient that is
not in this interval, both Alice and Bob add ¢/2 before extracting the least significant bit. A small
issue with this approach was pointed out and fixed by Peikert in [Peil4]: Ding’s approach inevitably
generates biased keys; Peikert’s reconciliation mechanism avoids this by using a “randomized doubling”
technique. For details see [Peil4, Section 3|. A very similar randomization technique was adopted by
Ding, Xie, and Lin the latest version of their manuscript [DXL14] to eliminate the bias in the key.

A comparison of the two approaches to Ring-LWE-based key exchange is given in Figure 1b and
Figure la. The function HelpRec in Figure 1b is a (in some cases randomized) algorithm computing
the reconciliation information r; the function Rec is an algorithm that computes a common key given
a noisy key and the reconciliation information. A straight-forward way to instantiate the encoding
function used in Figure la to encode the binary secret value k of length n into a polynomial v € R,
given in [LPR10a,LP11] is defined as

n—1

k = Encode(v € {0,1}") = Z k; - {%J X"
=0

® Later and revised versions of the manuscript also list Lin [DL13] and Xie and Lin [DXL14] as authors.

5 Ding also considers values other than 2 to extract more than one bit per coefficient at the cost of higher
failure probability or lower security; we focus on the most relevant case in the context of Ring-LWE-based
key exchange.



The corresponding straight-forward way to implement the extraction of the shared key is through
decoding as follows:

C_1iff e [— 9] |9
p = Extract(k’) = Decode(k’) = { Zz _ (1) ;%htriige 14, 14)) } fori=0,....,n—1.

Note that with these Encode and Extract = Decode functions, the scheme in Figure la is exactly
the Ring-LWE-based public-key encryption scheme described in [LPR10b] and [LPR13] phrased as
key encapsulation. Several implementations of this scheme have been provided since then, e.g., on
FPGAs |[GFST12,RVM ™14, PG13| or microcontrollers [LSR™15, POG15]. An interesting observation
by Stehlé [Stel0, Slide 19] is that Ring-LWE based encryption is basically ElGamal (with noise).
We would also like to mention that Yao, Huang, Khanna, Shelat, Calhoun, Lach, and Evans already
provided a hardware implementation of a ideal-lattice based public key encryption scheme [YHKT11].
In [RS10, Appendix A.2.] Riickert and Schneider give variants denoted as Multi-bit LWE, Dual Ring-
LWE, Multi-bit Ring-LWE, and Dual-LWE.

The main reason for the reconciliation-based approach is a reduced bandwidth requirement. For
example, [Peild] advertises “nearly halving the ciphertext size”. This estimate comes from the fact that
(in a naive version of the encryption-based approach) the polynomial ¢ in Figure 1la has coefficients
in {0,...,q — 1} whereas the coefficients of r in Figure 1b are in {0,1} (for [Din12b, DL13, DXL14]
and [Peild]) or in {0,1,2,3} for NEWHOPE.

KEM.Setup() : KEM.Setup() :
ad Rq al Rq
Alice Bob Alice Bob
KEM.Gen(a) : KEM.Encaps(a, b) : KEM.Gen(a) : KEM.Encaps(a, b) :
s,e & x s e e &y s,e &y s e e’ &y
b¢as+e Py ucas’ +¢ b<as +e P ucas' + e
v«bs' +e” v«bs' +e”
v & {0,1}"
k< Encode(v)
KEM.Decaps(s, (u,c)) : <= cev+k KEM.Decaps(s, (u,r)) : <~ r <& HelpRec(v)
v/+us ps—Extract(k) v/+us pus—Rec(v,r)
k'+—c—v
p+Extract(k’) puRec(v',r)
(a) Encryption-based KEM (b) Reconciliation-based KEM

Fig. 1: Two approaches to construct a passively secure lattice-based KEM or key-exchange scheme

The NEWHOPE scheme

Recently, in [ADPS16], we proposed NEWHOPE, an instantiation (with some new tricks) of a lattice-
based KEM following the reconciliation-based approach. The reconciliation technique of NEWHOPE
is generalizing and improving the previous approaches and extracts a single key bit from multiple
polynomial coefficients. It relies on non-trivial lattice-codes and lattice-quantizers [CN88]. It is efficient,
but fairly complex. The description of just this mechanism in the paper takes more than 3 pages and
a preliminary version of the paper (and accompanying software) contained a mistake in precisely this
mechanism brought to our attention by Hamburg [Ham15].



This work

In this work we investigate the characteristics of the encryption-based approach instantiated with the
parameters and arithmetic proposed for NEWHOPE in [ADPS16]. We call this variant of NEwWHOPE
derived from encryption NEWHOPE-SIMPLE. NEWHOPE-SIMPLE has the same security properties
as NEWHOPE, similar performance, and, most importantly, is considerably simpler, because it does
not need the reconciliation mechanism of NEWHOPE. The difference in bandwidth requirements for
NEwHOPE and NEWHOPE-SIMPLE is much smaller than one might expect. Specifically, the message
from Bob to Alice (the ciphertext) in NEWHOPE-SIMPLE requires only 2176 bytes (compared to 2048
bytes in NEWHOPE); the message from Alice to Bob (the public key) has the same size (1824 bytes)
for both variants. We obtain this result by carefully analyzing and optimizing a technique that is
known since at least [Pei09a, Sec. 4.2] and has also been used in [PG13], for lattice-based signatures
in [GLP12], in the context of fully homomorphic encryption in [BV11, Sec. 4.2] and [BLLN13, Sec. 5.4]
and for lattice-based PRFs in [BPR12]. The idea of this technique is that the low bits of each coefficient
of ¢ mainly carry noise and contribute very little to the successful recovery of the plaintext. One can
thus decide to “discard” (i.e, not transmit) those bits and thus shorten the length of c. This can also
be seen as switching to a smaller modulus and is therefore also called “modulus switching”.

We combine this technique with a simple technique to encode one key bit into 4 coefficients that
was first described by Giineysu and Péppelmann in [PG13] and minimize the ciphertext size under the
constraint that the failure probability of NEWHOPE-SIMPLE does not exceed the failure probability of
NEWHOPE.

The true cost of the encryption-based approach

If one would rather optimize bandwidth than simplicity, while still opting for the encryption-based
approach, we feel compelled to clarify what should be done: the bandwidth overhead can be brought
down to exactly 256 bits. This is only natural, since those 256 bits are chosen by one party rather
than derived from the protocol. The 1024 bits of overhead of NEWHOPE-SIMPLE over NEWHOPE is a
consequence of a deliberate choice of simplification.

To achieve such bandwidth, one should note that the use of a lattice-code/quantizer D, in NEWHOPE
(or any other similar scheme) is independent of the reconciliation-based approach. The typical modulus
switching (discarding lower order bits) is to be interpreted as a quantizing algorithm, to the trivial lat-
tice %Z4 (2 higher order bits per coordinate). The strategy developed in NEWHOPE consist in replacing
this trivial lattice by 4Dy, which is twice denser that %Z"‘: one extra bit per 4 coordinates would be
required in encryption mode. This extra bit is exactly what is removed by using the reconciliation trick
of the protocol by Ding [Dinl2a]| or Peikert [Peil4].

For the sake of simplicity, in NEWHOPE-SIMPLE we instead downgraded our scheme back to a
trivial quantizer, namely 2Z*: the price is one extra bit per coordinate (1024 bits in total), which we

8
deem a worthy trade-off, when read as relative bandwidth overhead of 6.25%.

2 Scheme and Analysis

2.1 Notation

In the description of NEWHOPE-SIMPLE we use the same notation as in [ADPS16]. In particular,
Ry = Z4[X]/(X™+1) and 974 is the centered binomial distribution with parameter 16. In the definitions
of NHSDecode and NHSCompress we assume that all coefficients of the input are in {0,...,¢g—1}. The
operator [-] denotes rounding to the nearest integer.



2.2 Protocol description

In Figure 1 we provide the full description of the NEWHOPE-SIMPLE protocol; for the definition of the
NTT and error distribution x we refer to [ADPS16]. We use the same parameters ¢ = 12289, n = 1024,
k = 16 as NEWHOPE and only replace the Rec and HelpRec functions and modify the encodeB function.

As previously stated, the difference in NEWHOPE-SIMPLE is that Bob chooses a random 256-bit
key v & {0,1}256. Each bit of the key v is then encoded into four coefficients by NHSEncode (see
Algorithm 1). The decoding function NHSDecode (see Algorithm 2) maps from four coefficients back
to the original key bit. The idea of this mapping is the same as in [PG13]: First map the four coefficients
from the range {0,...,¢ — 1} into the range {|—q/2],...,|q/2]}, accumulate their absolute values,
and then set the key bit to 1 if this sum is larger than ¢ and to 0 otherwise. The computation given
in Algorithm 2 follows a slightly different (but equivalent) approach, which is more efficient when
protecting against timing attacks. Take four coefficients (each in the range {0,...,q — 1}, subtract
|g/2| from each of them, accumulate their absolute values, and set the key bit to 0 if the sum is larger
than ¢ or to 1 otherwise.

The compression and decompression functions simply perform coefficient-wise modulus switching
between modulus ¢ and modulus 8 by multiplying by the new modulus and then performing a rounding
division by the old modulus.

Additionally, we would like to note that the first hashing of the key (SHA3-256(v)) is the common
protection against a random-number generator leaking internal state information through its output.
The final hashing performed by Alice and Bob is required so that Theorem 4.1 from [ADPS16] still
holds (Renyi divergence argument supporting the use of the binomial distribution).

Algorithm 1 NEWHOPE-SIMPLE key encoding Algorithm 2 NEWHOPE-SIMPLE key decoding

1: function NHSENcODE(v € {0,1}%°%) 1: function NHSDEcobpE(k' € Ry)
2: k<0 2: v+0
3 for i from 0 to 255 do 3: for i from 0 to 255 do
4: kicvi - |q/2] 4: =30 |vivasss — La/2]]
5: kitose<vi - |q/2] 5: if t < q then
6: ki+512<—yi . \_q/ZJ 6: vi+1
7 ki+768(_1/i . Lq/2j 7 else
8 return k 8: vis=0
9: return v

Algorithm 3 NEWHOPE-SIMPLE ciphertext Algorithm 4 NEWHOPE-SIMPLE ciphertext decom-

compression pression

1: function NHSCoMPRESS(c € Ry) 1: function NHSDEcoMmPRESS(C € {0,...,7}19%%)
2: for ¢ from 0 to 1023 do 2: for i from 0 to 1023 do

3 G=[(c; -8)/q] mod 8 3. ¢ [(G - )/8)

4: return ¢ 4: return ¢’

Note that in our protocol the key is entirely chosen by Bob; the protocol is thus not contributory.
One might be concerned that the transported key might be weak if Bob’s random-number generator



is weak as the key only depends on Bob’s input (contrary to the reconciliation approach). However,
if either party has a weak random number generator in the reconciliation-based approach, this party
will not be able to securely generate random noise polynomials (e.g., s’, €', e” & YY), rendering the
reconciliation-based approach insecure as well. Furthermore, applications that insist on a contributory
key agreement and want to use the encryption-based approach (e.g., NEWHOPE-SIMPLE), can simply
hash (parts of) Alice’s public key into the final shared key.

Parameters: ¢ = 12289 < 2™, n = 1024

Error distribution: 97

Alice (server) Bob (client)
seed & {0,...,255}%

a«+Parse(SHAKE-128(seed))

s,e & s s’ e e &yl
§NTT(s)
b+ao0s+NTT(e)

mq=encodeA (seed,b)

(b, seed)«decodeA (m.)

a<«Parse(SHAKE-128(seed))
tNTT(s)
aot+NTT(e)

v & {0,1}%%

v/ «-SHA3-256(v)
k<+NHSEncode ()
cNTT '(bot)+e” +k

¢ < NHSCompress(c)

1824 Bytes

(@1, €)«—decodeB(my) mp=encodeB(4,6)
2176 Bytes

c’+-NHSDecompress(c) u—SHA3-256(1")
kK'=c —NTT '(108)

v'+NHSDecode(k’)

[~ SHA3-256(1/)

Protocol 1: Our proposed NEWHOPE-SIMPLE protocol including NTT and NTT™! computations and
sizes of exchanged messages; o denotes pointwise multiplication; elements in NTT domain are denoted
with a hat ()

2.3 Failure probability and Bandwidth requirements

The rounding error in each coordinate is at most [¢/16], so for every 4-dim chunk, this rounding
error r € Z* verifies ||r||; < g/4 + 4. This is enough to conclude that it is possible to use the same
analysis as NEWHOPE which leads to an error rate bounded by 2760, In our proposal the bandwidth
requirement for the message from Alice to Bob is still 1824 bytes but Bob now has to send 2176 bytes
to Alice (an increase from 2048 to 2176 bytes). This stems from the necessity to now send three bits
(1024 - (14 + 3) bits = 2176 bytes) for each coefficient of the second element compared to two bits
(1024 - (14 + 2) bits = 2048 bytes) in NEwWHOPE. Thus, overall 4000 bytes have to be transferred in a
NEWHOPE-SIMPLE key exchange.

2.4 Outlook and Future Work

The implementation in this work is not limited to microprocessors and the changes to the reconciliation
can be straightforwardly plugged into microcontroller or hardware implementations of NEWHOPE or
Ring-LWE encryption. The flexible implementation of Ring-LWE encryption given in [PG13] can be



turned into a NEWHOPE-SIMPLE implementation by setting the appropriate parameters n, q as well
as roots of unity for the NTT, a Gaussian parameter that gives an error distribution close to x, and
by implementing the proper encoding and decoding functions’.

We would also like to remind that the encryption approach re-described in this work can also be
applied to standard LWE-based key exchange schemes (e.g., [BCD ™ 16]) in a straightforward manner.
Moreover, a combination of the analog error correction used by NEWHOPE and NEWHOPE-SIMPLE
with digital error correcting codes (e.g., BCH codes [MS88]) is a possible future work®. In [GFST12]
Gottert, Feller, Schneider, Buchmann, and Huss already suggested the usage of Viterbi codes. The
study and implementation of lattice-codes for lattice based cryptography was also initiated in [vP16],
where the Leech lattice decoder [CN88] is applied to improve by 10% ~ 20% the bandwidth of a
Matrix-LWE encryption scheme [LP11], similar in parameters to FRopo [BCDT16].
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